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Abstract—We demonstrate tomographic imaging of room-sized 

spaces using the propagation properties of 2.4GHz, IEEE 
802.15.4 Direct Sequence Spread Spectrum (DSSS) radio waves. 
We have successfully imaged dielectric phantom objects of the 
order of the RF wavelength (12.5 cm) in a wireless ZigBee 
network using only received signal strength indicator (RSSI) 
data. The Microchip ZigBee stack is utilized to provide an 
application layer program to control the network and provide an 
outlet for network data. Using the data collected by a coordinator 
node, tomographic methods are applied to the data to create 
images of objects that are physically located within a network of 
nodes. 
 

Index Terms—Tomography, Networks, IEEE 802.15.4  
 

I. INTRODUCTION 

OMOGRAPHY has revolutionized the way medical imaging 
has been done over the last few decades. Extensions of 

these techniques are used to image objects on a larger scale 
using various technologies. The development of efficient and 
flexible wireless sensor networks has created a wide variety of 
potentially new imaging modalities. One of those technologies 
is the IEEE 802.15.4 specification. It provides the framework 
for such efficient wireless networks. 

IEEE 802.15.4 emphasizes energy efficiency, flexibility and 
low cost of personal area networks (PAN) in sending data 
from one location to another. However, taking a new approach 
to using IEEE 802.15.4 provides a rather interesting 
application. Instead of analyzing data located in the payload of 
packets, the network itself is used as a dynamic sensor to 
collect data. 

By using the received signal strength indication (RSSI) 
value of packets being received in the network with a known 
physical configuration, deflections in the RSSI value could 
indicate a physical obstruction in the network. In other words, 
a tomography application of a much larger scale than medical 
applications can be deployed on the scale of rooms. The 
802.15.4 direct sequence spread spectrum (DSSS) radios 
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provide a means of filtering out noise. It is not susceptible to 
interference as it spreads the signal over a band and allows 
sharing of a single channel among many users. 

As in medical imaging, several projections are required to 
sample the network and determine the what and where of 
objects. Phantom objects of known location, size, and material 
can be placed throughout an 802.15.4 network to test what is 
feasible for such an application to be successful. 

Eventually, the ZigBee network protocol could be exploited 
because for its ad hoc ability to autonomously create networks. 
Every remote node can be programmed with the exact same 
code and the network will configure itself. The number of 
nodes that can connect to the network is really practically 
limited by the amount of memory in a coordinator node. 
Possible applications include monitoring of fields, determining 
the contents of enclosed buildings/structures, security systems, 
and entertainment at venues. 

 

II.  IEEE 802.15.4 STANDARD 

The IEEE 802.15.4 standard was first approved in May 
2003 to define a standard that would “provide a standard for 
ultra-low complexity, ultra-low cost, ultra-low power 
consumption, and low data rate wireless connectivity among 
inexpensive devices.” [1] 

The 802.15.4 standard primarily outlines the PHY and 
MAC layers, but offers much in terms of guidelines for 
network layers and possible software architectures. The data 
rate for 802.15.4 varies depending on what range of 
frequencies a device is operating on. For the 2.4GHz band, the 
raw data rate is 250kb/s, 915MHz data rate is 40kb/s, and 
868MHz is 20kb/s [1]. 

The 802.15.4 standard defines that there are two types of 
devices that can participate in a network: a full-function device 
(FFD) and reduced-function devices (RFD). Only FFDs can 
serve as personal area network (PAN) coordinators [1]. A 
reduced-function device (RFDs) is a device with a minimal 
implementation of the IEEE 802.15.4 protocol. The standard 
only allows RFDs to communicate with FFDs. 

A. Topologies 

The 802.15.4 specification defines two types of topologies 
of networks that can be formed using the standard: star and 
peer-to-peer. Both types require at least one FFD to serve as 
the PAN coordinator. 
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1) Star Network 
In a star network, a single, central controller talks with all 

devices of the network directly. All of the other devices are 
only allowed to communicate with other nodes via the PAN 
coordinator [1]. In other words, all messages passed in the star 
network are required to go through the PAN coordinator. 

 

Fig. 1: Star topology 

2) Peer to Peer Network 
A peer to peer network also has a single PAN coordinator; 

however, FFDs are allowed to communicate amongst 
themselves without routing messages through the PAN 
coordinator [1]. This allows for more complex network setups 
where multiple hops can be used to deliver messages among 
nodes, more efficiently.  
 

 

Fig. 2: Peer to peer topology 

III.  GOAL 

By collecting RSSI information from several RFDs lined up 
opposite of a coordinator node, several tomographic 
projections can be taken. Gathering information from all the 
projections permit piecing together what and where physical 

objects are in the network. This application takes advantage of 
the star topology where each RFD connects to a coordinator 
(FFD) and transmits packets every 0.5 seconds. 

A single projection of data is collected as illustrated in Fig. 
3. Multiple projections are collected by rotating the radios 
around the field in evenly space increments. 

 

Fig. 3: Illustration of how a single projection is setup 

IV. COMPONENTS OF THE APPLICATION 

A. PICDEM Z 

In order to speed development of simple 802.15.4/ZigBee 
applications, Microchip PICDEM Z boards were used 
throughout the process. They provided all of the essential 
radio components in an easy to use package. The PICDEM Z 
supports a 28- or 40-pin DIP microcontroller. A list of built-in 
peripherals include a RS-232 DB-9 connector, three 
momentary push buttons, LEDs, an in circuit serial 
programmer (ICSP), 9V battery clip, and an external power 
supply jack. 

Ten Microchip PICDEM Z nodes have been utilized for 
their pre-packaged 802.15.4 ready radio and software stack. 
Nine serve as RFDs and one as the coordinator in a star 
topology network. There are several components to the 
PICDEM Z boards, but the element that is essential is the 
wireless nodes themselves.  The radio for each node is a 
Chipcon CC2420, ZigBee-certified transceiver which comes 
on a printed circuit board (PCB) with an inverted F-type PCB 
antenna [2]. 

The motherboards that the radios connect to are run with a 
Microchip PIC18LF4620 that is clocked at 4MHz. The 
controller effectively runs at 16MHz after the 4x phase-locked 
loop (PLL) is engaged. This is the highest possible speed 
possible with the oscillator included on each PICDEM Z board 
[2, 3]. The motherboard provides power to everything with a 
9V DC to 3.3V DC voltage regulator rated at 100mA. Every 
node that participates in the application is powered by a 9V 
battery. 

The PICDEM Z boards also provide a RJ-11 connection for 
Microchip’s in-circuit debugger (ICD2) so that projects 
created in MPLAB IDE can easily be programmed onto the 
microcontroller in a matter of seconds. This also frees the 
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application developer from having to remove the 
microcontroller from the PICDEM Z every time a node’s 
firmware needs to be updated. 

B. MPLAB/C18 

Code for the microcontroller was written using the MPLAB 
Integrated Development Environment (IDE), version 7.50 for 
this application. The IDE also provides a software interface 
with an ICD2 device which connects to a PICDEM Z board. 

The ZigBee software stack requires the use of Microchip’s 
C18 compiler to create the hex file that is programmed onto 
the microcontroller. Version 3.06 of the C18 compiler was 
used for this application.  

C. Microchip ZigBee Stack 

Microchip provides a software stack of the ZigBee protocol 
which is designed to run on most of Microchip’s 18F series 
microcontrollers and is written in the C programming 
language. The version utilized for this application is 3.6 
(released August 31, 2006) [4]. This version of the stack 
implements most of [5], but there are a few limitations. Most 
notably, the security features of ZigBee are not implemented, 
but this is not a concern for the application at this time. 

If the appropriate files from the stack are included, the 
programmer only needs to worry about the application layer 
file which makes calls on the ZigBee protocol functions. The 
stack will handle everything except primitives that come back 
to the application-level in which case the programmer needs to 
write code to handle those primitives. Template files provided 
come with some default handling of most primitives leaving 
only the NO_PRIMITVE and APSDE_DATA_indication 
primitives for the programmer to address [4]. 

There are some situations that the ZigBee protocol does not 
address. These considerations have been left up to the 
application developer to figure out how to handle [4, 6]. For 
the presented application, none of these limitations are a 
concern and the software stack can be used as is. 

D. PIC18LF4620 

The PIC18LF4620 is a 40-pin DIP package microcontroller 
produced by Microchip. It is nearly identical to the 
PIC18F4620 other than this microcontroller has had its 
integrated electronics designed to operate over the range of 
2.0V to 5.5V rather than 4.2V to 5.5V to reduce power 
consumption [3]. 

Key characteristics include 64Kbytes of Flash program 
memory and 3986 bytes of data memory. There are four 
timers, one 8-bit timer (TMR2) and 3 16-bit timers (TMR0, 
TMR1, TMR3) [3]. The stack requires the use of TMR0, while 
the other timers are free for the developer to use if warranted 
[4].  

E. CC2420 

The CC2420 is an IEEE 802.15.4 compliant RF transceiver 
manufactured by Chipcon/TI and is the radio used with the 
PICDEM Z boards [2, 7]. The CC2420 can be found on a 
daughterboard manufactured by Microchip which plugs into 

the motherboard with the microcontroller. The communication 
between the CC2420 and PIC18LF4620 is done using 4-wire 
serial peripheral interface (SPI) (SDO, SDI, SCLK, CSn). In 
this configuration, the CC2420 acts as a slave and the 
PIC18LF4620 is the master [7]. The CC2420 is suitable for 
both RFD and FFD operation since the determination of what 
role each node plays is in the code on the microcontroller. 

The CC2420 RF output power is controllable with a register 
named TXCTRL.PA_LEVEL. There are eight levels of output 
as defined in [7], ranging from 0 dBm to -25dBm. 

The CC2420 provides 8-bit resolution of the RSSI value. 
The digital value is in 2’s complement (-128 to +127) and has 
a dynamic range of approximately 100 dB from 0 dBm to -100 
dBm and the accuracy of the RSSI value is ± 6dB [7]. The raw 
RSSI value given by the CC2420 then needs to have an offset 
value added to the raw RSSI value to obtain actual RF input 
power. [7] recommends using -45 as the offset to add to this 
value to obtain the actual RSSI. For example, if the value read 
from the CC2420 is -20, the RF input power is then calculated 
to be -65 dBm.  

A frame check sequence (FCS) is automatically generated 
and verified by the hardware onboard the CC2420. An option 
exists to disable the automatic detection and the CRC would 
then need to then be performed on the microcontroller 
firmware using the FCS polynomial stated by the IEEE 
802.25.4 standard [1, 7]. For this application, the default 
option of having the FCS checked by the CC2420 is chosen to 
free up resources on the microcontroller. 

The CC2420 also has the capability to be used as not only a 
DSSS radio, but a Frequency Hopping Spread Spectrum 
(FHSS). The trade-off is a system that is not 802.15.4 
compliant and a MAC layer that would need to be customized 
so that all the radios are synchronized to operating on the same 
channel at the same time [7]. This capability is not used for 
this application. 

F. Application Layer Program 

Using MPLAB and the ZigBee stack, a simple application 
was developed. The template files for a coordinator node and 
RFD node that are provided with the stack were the starting 
point for this application. A coordinator first establishes a 
network on a clear channel. Afterwards, each RFD can be 
activated and will automatically search for and connect to the 
coordinator. At this point the coordinator will assign a 16-bit 
network (NWK) address to the joining node according to [5]. 
In order to decrease network formation and discovery time, 
every node has been forced to work on channel 15 and 
transmit at full power (0 dBm). 

The RFD will enter an idle state where it goes to sleep and 
occasionally checks for messages from the coordinator. Once a 
button on the RFD motherboard is pressed, an external 
interrupt is triggered and sets a flag to let the RFD know it is 
time to start transmitting packets to the coordinator. The RFD 
will continue to transmit packets at a pre-determined rate, 
currently set at once every 0.5 seconds until it is powered 
down or reset. This is done by using TMR1 on the 
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PIC18LF4620 and counting the number of times it interrupts 
which equates to 0.5 seconds at the operating clock frequency. 

The payload of the packets transmitted is not a concern as 
only the source node address, packet ID, RSSI value, and LQI 
value are of interest. These variables are found in the PHY and 
MAC layers. Each RFD fills the payload with dummy values 
of random characters. The RFD addresses these packets to an 
endpoint on the coordinator, which was created, named 
EP_TEST. The EP_TEST endpoint on the coordinator makes 
function calls on the stack to retrieve the variables of interest 
from the lower levels of the stack regarding the message 
received. The coordinator then reports that it received a 
message in the format found in Fig. 4 out of the USART at 
57600 bits per second. NNNN is a short address of the 
associated RFD in hex (two bytes), PPP is the packet ID 
number from the RFD, RRR is the RSSI value for that 
particular packet, and LLL is the link quality indication (LQI) 
of the packet received. The LQI data is merely collected at this 
point and is not used in the creation of tomographic images. 
The example in Fig. 4 means that node 796F sent packet ID 
129 with an RSSI value of -53dBm and LQI value of 204. 

 

Fig. 4: Data output of coordinator 

G. Computer Application/ GUI 

The computer that is connected to the coordinator is 
equipped with a graphical user interface (GUI) that was 
written specifically for this application of the radios. The GUI 
provides a means of quickly analyzing and troubleshooting the 
network for data anomalies and connectivity of the nodes. 
There also is a means for recording data to a file while running 
tests. 

The GUI was developed using Microsoft Visual Basic 6.0. 
The form consists of several text fields and bar graphs. Each 
bar graph corresponds to an RFD in the network that is 
connected to the coordinator. If an RFD is transmitting 
packets, the RSSI value received from the RFD is reported to 
the GUI and displayed graphically. Timers are used to keep 
track of how recently a packet has been received from a node. 
If an extended period of time has passed (set at 2.0 seconds) 
since an RFD last sent a packet, the GUI will display “----” for 
that particular RFD and clear it’s RSSI bar graph. This allows 
quick determination of what nodes are connected and actively 
transmitting to the coordinator. 

A button on the left side of the GUI allows a user to take 
samples of the RSSI data from all of the transmitting nodes 
and average the RSSI value seen over the next 16 
transmissions from each RFD. The feature was implemented as 
a way to calibrate each RFD and provide a way to display the 
RSSI bar graphs in a pleasing fashion. 

Another button located on the left side of the GUI also 
enables a user to collect data from the time the button is first 
clicked to when it is clicked again. All of the raw data sent to 
the GUI from the coordinator can then be saved as a .txt file to 
the computer that the GUI is running on. In addition to the raw 
data that is saved, if samples had been taken for the 
configuration, the averages are saved at the top of the file. This 
feature provides a method of preserving the data for future 
analysis. 

Once all the data is gathered, the data is inverted using 
computed tomographic algorithms to generate images of the 
physical space the network covers.  

 
Fig. 5: Screenshot of RSSI computer GUI 

V. TESTS PERFORMED 

Several tests have been conducted with phantoms consisting 
of columns of water approximately 30cm in diameter and 110 
cm in height. The capture of RSSI data from any one 
projection were averaged over 16 packets. 

In the tests conducted so far, eight projection (45 degree 
rotations) and 36 projection tests (10 degree rotations) are 
used to sample the network. Eight projection tests do not 
provide much flexibility with respect to objects that are 
arranged asymmetrically. This is primarily due to aliasing of 
the projections when the phantom objects are under-sampled 
[8]. However, 36 projection tests have shown the 802.15.4 
radios to be quite effective in resolving phantoms in the 
network as will be seen in the following section. 

Five tests were conducted to determine what can be imaged 
in the network: 

Test 1 – Reference set (no phantom objects) 
Test 2 – Single phantom object in the middle 
Test 3 – Single phantom object off-set 0.762m (2.5 feet) 
Test 4 – Two phantom objects in the middle 
Test 5 – Two phantom objects off-set 0.762m (2.5 feet) 
 
Test 1 is used to normalize the data from the other tests. If 

one or more nodes are producing off-nominal signals or there 
is some environmental phenomena, it can be normalized to the 
reference set (Test 1 - no phantoms in the network) to maintain 
the relevance of the data. 

The diameter of the setup used in the tests is set at 4.877m 
(16 feet). Nine RFDs are setup in a line opposite of a 
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coordinator with 0.610m (two feet) spacing between each 
RFD. The middle node of the line of RFDs is exactly opposite 
of the COORD node. Data is gathered for that projection with 
the application GUI. A unique designation (letters of the 
alphabet) is assigned to each location that a coordinator was 
located for each projection. Then, once all the data for that 
configuration/projection is collected, the nodes are physically 
rotated to a new configuration/projection. The process is 
repeated until data from all the projections are collected. 

Every node in the network is placed on stands made of PVC 
pipe and ceramic tile which raise the nodes 1.524m (5 feet) 
above the ground. This was done in an attempt to reduce 
multi-path effect due to reflection off of the ground. In 
response, the phantoms are raised 60cm off the ground to 
ensure that they are interfering with the line-of-sight plane of 
participating network nodes. 

The tests were conducted inside of a gymnasium with 
dimensions 28.65m by 17.67m (94 feet by 58 feet). The angles 
between projections were pre-measured out and marked on a 
sheet of clear plastic that was placed in the center of the 
gymnasium. 

Theoretical fan beam data was generated and the 
corresponding expected images were drawn to scale for each 
test to be conducted. This allowed expected images for each 
test to be compared with the experimental images generated 
with real fan beam data. The comparison of the expected 
verses actual images allows determination of how accurate the 
experiment was. 

VI. RESULTS 

In the set of tests conducted with only eight projections (45 
degree rotations), the images generated exhibit aliasing 
artifacts. This made discerning phantoms difficult in most 
cases. In an attempt to reduce the aliasing and the effect a poor 
projection could have on the entire image, the number of 
projections was increased in another set of otherwise identical 
tests. This proved to be a key factor in clearing up the images 
generated with the simple X-ray/ CT algorithms. 

 

Fig. 6: Test 2 results scaled for 36 projections and 
corresponding color map. Note the scaled circle in the middle 
where the phantom is located. 

In Fig. 6, the image shown is the result from the Test 2 after 

normalization with the Test 1 data. The square image inside 
the illustration is approximately 2.146m (7.04 feet) across.  
The color map on the side shows the range of 
shades/intensities that can be represented in an image. The 
darker spots represent where objects (the phantoms) with a 
higher dielectric constant are located. The lighter regions 
indicate where there is less interference in the network. The 
images can be forced to any output size, but objects toward the 
center are more accurately measured and recreated due to the 
higher density of intersections of fan beam data.  

 

Fig. 7: Results for Test 2 

 

Fig. 8: Results for Test 3 

 

Fig. 9: Results for Test 4 

 

Fig. 10: Results for Test 5 

Fig. 7 – 10 are the predicted results (left) versus the results 
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generated with the experimental data (right). The images 
represent a 2-dimensional slice of what someone would “see” 
if they could see in the microwave range. In this case, this 
would be the air surrounding the phantoms. There are some 
artifacts that are seen in the images, and this is most likely due 
to the limited number of nodes in the sensor array. If the 
number of nodes participating in the line of RFDs was 
increased, many of these artifacts would be eliminated and the 
resolution of the image would improve. 

VII.  FUTURE INVESTIGATIONS 

Potential improvements to the data collection method 
include increasing the number of sensors, changing 
frequencies used, using different materials for the phantom 
objects, and adjusting power levels of the radios. 

The use of different antennas other than the PCB antennas 
provided on the RF card could also alter the accuracy of the 
devices. Each daughterboard provides a site to attach SMA 
connectors to them providing an opportunity to add a more 
stable antenna [2]. New daughterboards have also been 
developed with new radios for use with PICDEM Z boards and 
could be tested to see if results improve. 
Upgrading the network application to version 3.8 of 
Microchip’s ZigBee stack may provide an even more stable 
and secure network and application layer. Version 3.8 of the 
stack is also Microchip’s first version to be certified as a 
ZigBee Compliant Platform (ZCP) [6].  

The results that have been produced so far have been 
generated with only implementations of computed tomography 
(CT) algorithms at this point. The wavelength at 2.4GHz 
(12.5cm) is smaller, albeit not negligible on the spatial scale of 
the phantoms used. As a result, tomographic algorithms based 
on the diffractive properties of microwave radiation should be 
used in place of the simpler X-ray/ CT algorithms. 

For diffraction tomography (DT) algorithms to work 
properly, phase, as well as signal intensity, of transmitted 
packets among nodes in the network is required. Phase is not 
easily obtained in these networks, so a different method is 
required to acquire this information. Based upon work done in 
[9], it is possible that phase could be obtained in such a 
network if a second row of RFDs were placed behind the first 
row a known distance, D, as seen in Fig. 11. Working with two 
sets of intensity data and known distances for each projection 
makes calculating phase possible.  

 

Fig. 11: Proposed configuration to gather phase data from the 
network 

Finally, a non-linear configuration of the RFDs would 
require the adoption of more robust tomographic algorithms, 
but would provide for more flexibility in application uses. 
Based upon work done in [10] it may be possible to accurately 
recreate tomographic images with irregular geometries of 
sensors. The capability of deploying RFDs in non-uniform 
orientations would be of great interest in many applications. 
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